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Abstract

In this paper, we discuss existing projects for configuring virtual networks consisting of User
Mode Linux instances. We explore their strengths and weaknesses and define constraints and
requirements for an ideal UML-based virtual network configuration and monitoring tool that is
aimed towards experimenting with OSI layer two and three networking protocols in an educa-
tional environment. We provide a proof-of-concept implementation of a tool that tries to meet
these requirements.
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1 Introduction

There are several tools available for experimenting with networks. Because of limited availability,
high costs and inflexibility it is usually not practical to work with actual cables, switches or routers.
This is why in a learning and research environment it is sometimes preferred to work with virtual
machines in a virtual network. The focus of these research environments roughly fall into two
categories:

• researching OSI layer 1 (physical layer)

• researching OSI layers 2 (data layer) and 3 (network layer).

The first category concentrates mostly on issues such as timers, delays, noise, properties of
different cables, etc. The second category is meant for designing and understanding OSI layer 2 and
3 network protocols for routing and switching in networks with hosts, hubs, switches and routers. It
is this last category that our project focuses on.

A lot of work in this category utilizes User Mode Linux[8], or UML for short. UML is a modifi-
cation to the Linux kernel[18] allowing it to run as an ordinary user process inside a running Linux
environment. This provides a way of creating and running virtual Linux machines. UML instances
can be connected to virtual ethernet networks which are accessible from within UML through inter-
faces configured withifconfig. All Linux software available for routing, switching, packet sniffing,
etcetera also works in these simulated environments.

2 Existing configuration tools for UML networks

2.1 User Mode Linux

User Mode Linux[7, 8] is a project aimed at using the Linux kernel to create virtual machines within
a Linux environment by allowing a Linux kernel to run as a user process. User Mode Linux kernels
are used for several purposes such as kernel development, process debugging, sandboxing and by
commercial hosting providers providing virtual Linux machines to their customers.

The UML project seeks to provide users with the basic tools to create and configure virtual Linux
machines. Besides maintaining a kernel patch tree, it also provides some utilities for managing UML
instances and hooking them up in a network. Due to the project’s generic nature, it does not provide
any means to use UML in a specific way.

Several utilities are available for User Mode Linux, the most important (for our purpose) being
uml switch , a daemon that runs on the host to create a virtual shared or switched virtual ethernet
network. This daemon creates a socket to which a User Mode Linux kernel connects an ethernet
interface.

User Mode Linux itself can be used to create virtual networks, but besides a basic virtual eth-
ernet infrastructure, UML does not ship with tools to configure a number of UML instances in a
virtual networking environment. Every UML instance has to be configured and run manually. For
this reason several other projects provide tools to configure and run several UML instances more
effectively. These projects are discussed in the following sections.

2.2 My Linux Network

My Linux Network[5], or MLN for short, is a small program that generates UML networks based on a
specification written in theMLN-Language. The basic elements of an MLN configuration areswitch
andhost. A switch uses the simulated network implemented by the UML utilityuml switch . A
host is a User Mode Linux instance, using a file system installed on a disk image or in a directory
tree.
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2.2.1 Installation

Installation of MLN is simple and straightforward: just unpack the archive. The archive contains
several documentation and example files and an executable perl file named “mln ”. For convenience,
the executable can be placed inside a directory that is in the “PATH” variable. The User Mode Linux
kernel must be installed and configured separately.

2.2.2 Downloading templates

One or more ready-made filesystems for use with MLN can be downloaded with the command
“mln download templates ”. These file systems are available in two flavors: disk images and
directory trees. Using disk images requires super-user1 privileges, since MLN configures the file
system on the disk image by mounting it on the host. Only the super-user can mount and unmount
disk images under Linux. Ordinary users need to use MLN’s “.dir” flavored templates. These
templates are directory trees that UML can read using thehostfsoption. MLN specifically mentions
that these “.dir” flavored templates are meant for normal users without super-user privileges, as can
be seen in figure1. After replying ‘y’, the template is downloaded. MLN then tries to install this
template but fails with a number of “Cannot mknod: Operation not permitted” errors. The command
mknod is used to make devices in Unix/dev directories. It fails because creating devices under
Linux requires super-user privileges. A solution to this problem would be usingdevfs[12] on the
UML filesystem instead of creating devices manually. Devfs dynamically creates the necessary
devices when the system boots, thus avoiding the need to usemknod.

Found this template: sarge-thick.dir Version: 0.1 NEW!
Size: 37MB
Description:
"This filesystem is made from debootstrap and modified a bit. It is
the Debian Linux distribution called sarge (currently testing). A few
additional apps are installed too: tcpdump, bonnie++, vtun, hping2,
gcc etc. This image is 2.6 ready. This is the folder counterpart of
the ext2 version and is meant for user-mode building."
Would you like to download it? (y/n) (Default: n)

Figure 1: MLN’s user interface

2.2.3 Running MLN

We were not able to run an MLN project using one of the included examples, “simple-network.mln”
because MLN needs to modify the template’s file system, which requires mounting of the disk image.
Since we do not have super-user privileges on our testing machine, this was not possible. The failure
occurred both with disk images and “.dir” flavoured templates. According to the documentation,
using directory trees instead of disk images to allow ordinary users to build MLN projects is still in
beta, so we will probably be able to use later versions of MLN.

2.2.4 Conclusions

Allowing MLN users to download filesystem templates makes it very easy for them to start using
virtual networks. The user interface also provides a lot of functionality. However, it is too much for
our purpose and this distracts from the goal of experimenting with virtual networks.

We believe MLN provides a versatile and easy method for setting up and operating virtual net-
works. Unfortunately, we are not able to use MLN as part of our project, since one of our design
goals is that super-user privileges should not be required to use it.

1We use the termsuper-userfor any user with a user id of 0 on a Unix system. Usually, this user is named “root ”.
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2.3 Virtual Network User Mode Linux

Another project based on UML isVirtual Network User Mode Linux (VNUML)[11]. Like MLN
this projects consists of a small program to convert specifications into UML configurations. The
VNUML project is a work in progress and still improving.

2.3.1 Installation

The installation uses a standardconfigure andmake approach, which can also fetch some pack-
ages it depends on. Apart from these packages, the VNUML parser requires several Perl modules2

which are not installed by default and may require some effort to install.

2.3.2 Configuration

The configuration language for VNUML is XML based, defined in a DTD. A very simple example
is given in figure2. In this example there is only one node, named “host1 ”. There is a global
configuration, defining a simulation name, an ssh identity file, which should be used for remote
control of the UML instances, offsets for mac-address and ip-address and what shell should be used
for the hosts. The host itself uses the kernel specified to mount aCopy-On-Write (COW)image and
once booted binds an xterm to “con0 ”. There are many more options available in the configuration
file, for a detailed overview see [10].

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE vnuml SYSTEM "/var/vnuml/vnuml.dtd">
<vnuml>

<global>
<version>1.3.0</version>
<simulation_name>simple</simulation_name>
<ssh_key>/root/.ssh/identity.pub</ssh_key>
<automac offset="0"/>
<ip_offset>0</ip_offset>
<shell>/bin/sh</shell>

</global>

<!-- NODES -->
<vm name="host1">

<filesystem type="cow">/var/vnuml/root_fs_tutorial</filesystem>
<kernel>/usr/local/bin/linux-2.4.22-um</kernel>
<boot>

<con0>xterm</con0>
</boot>

</vm>
</vnuml>

Figure 2: Simple example of a VNUML configuration.

2.3.3 Running VNUML

Once installed, VNUML provides, among other things, a parser for the XML configuration files.
This parser can read the XML configuration files and build a UML environment from it. When the
simulation is started, VNUML provides several ways to control the different UML instances, both
graphical, console based and command-line based.

The first thing VNUML checks on startup is whether it is executed with super-user privileges.
These are needed to create thetun/tapdevices that are used to configure the hosts and allow the

2XML-Parser, XML-RegExp, XML-DOM, XML-Checker, TermReadKey, Math-Base85, Net-IPv4Addr, Net-IPv6Addr
and libxml-perl
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user to communicate with them. Using super-user privileges, it can also edit/etc/hosts to add
aliases for the UML instances, as to make life easier for the user.

The command-line interface to VNUML allows the user to start a predefined (in the configuration
file) set of commands to be executed. This set of commands can be different for each host, but they
are all started at the same time. This allows the user to easily set up an experiment and start or stop
the hosts in an easy way.

The UML-instances all use separate disk-images, or share one usingCopy-On-Write. This last
approach has the advantage that all UML instances can run off the same image yet change it in a
different (stateful) way. However, the disadvantage of this approach is that any change in the disk
image invalidates all changes made by the UML instances.

2.3.4 Conclusions

VNUML is a project that is still in development, but it is a promising project. The developers are
working hard on it and are still implementing new features. It also features clear documentation
and has a well-defined configuration syntax, which allows for simple and clear configuration of the
hosts.

However as with MLN, it is not suitable for our project, since super-user access is a hard re-
quirement in the program. The intended use of VNUML is for lab practices where the teachers start
the environments and the students experiment with the simulated machines themselves and not with
creating and modifying with the network between the instances.

2.4 SNB UML

During our Masters education our fellow student Arjen Krap developed his own approach to virtual
networking with UML[4, 13], which we callSNB UML3. Similar to the MLN and VNUML projects,
it is based on UML and uses scripts to set up networking and to allow the user to configure several
UML instances.

SNB UML’s approach differs in that it does not require super-user privileges to operate. SNB
UML uses UML’shostfsfeature, which allows the virtual machines to directly use part of the host file
system as a read-only (root) file system. Configuring UML instances is done by passing environment
variables as arguments to the Linux executable. This means that there is no need to mount and
modify disk images. Furthermore, Krap’s system does not use UML-to-host networking withtun/tap
devices.

2.4.1 Dedicated filesystem

Krap built his filesystem to support one specific task: experimenting with virtual networks. Software
that is not necessary to operate the system and irrelevant to networking is not installed. This results
in a Linux installation with small memory requirements – 10Mb per instance is enough – and no
distracting and irrelevant software components. It consists of the following elements:

• a kernel with routing, bridging and packet filtering support

• Busybox[1] which provides core Unix tools

• Zebra[9], a routing configuration tool with a command-line interface similar to Cisco’s IOS[6]

• tcpdumpfor traffic monitoring

This filesystem uses Linux’sdevfsfeature to dynamically build the device entries in the/dev
directory and a RAM-disk mounted on/var to provide a writable filesystem for temporary files.

3SNB refers to the name of our Masters’ course:‘Systeem- en Netwerkbeheer’[17]
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2.4.2 Configuration and running

Configurations are specified in a small Python script responsible for starting, configuring and stop-
ping the UML instances and networking infrastructure. Configuration parameters are passed to the
UML instances by using environment variables, specified on thelinux command-line. These vari-
ables are placed in the environment inside the UML instance, where the startup configuration scripts
use them to configure network interfaces, networking daemons and other system settings. By de-
fault, the Linux kernel supports up to eight command-line variables. Since this approach uses more,
this number has to be increased at compile-time.

The script starts the networking infrastructure and the UML instances. For every UML instance,
an xterm is started with a shell running inside the UML instance. This script is also used to stop
every UML instance.

2.4.3 Conclusions

Arjen Krap’s system has several good features. It uses a highly specialised Linux system that is
geared towards networking experiments. This means the UML instances have a small memory
footprint and there is no unnecessary and distracting software installed. Furthermore, SNB UML’s
system does not require super-user privileges to use.

A disadvantage is that the system is not easy to use. Configurations have to be specified by
changing data inside a Python script. The configuration itself is very “low-level”, requiring a user
to specify a network almost in terms of command-line arguments foruml switch commands and
the Linux kernel.

The script is not always succesful in stopping all UML instances, resulting in lots of zombie
linux processes on the host system after a while.

Arjen Krap’s efforts in creating a small Linux system suitable for networking experiments was
extremely valuable in our work. The filesystem we use in our project is largely based on his work.

2.5 Comparing MLN, VNUML and SNB UML

Both MLN and VNUML assume that the user setting up the virtual systems has super-user privi-
leges, for different reasons: MLN mounts and modifies the file system on a disk image to configure
UML instances and VNUML sets up UML-to-host networking by creating atun/tapdevice on the
host. MLN and VNUML assume that in an educational lab setting, the teacher – who is assumed
to have super-user privileges – sets up the UML instances for the students. In our opinion, this is
undesirable.

The SNB UML system is specifically designed to support virtual networking experiments, whereas
VNUML and MLN are more generic. For VNUML and MLN several ready-made filesystems are
available. These filesystems contain typical Linux distributions, which means they are fairly com-
plete in terms of available software. The drawback is that these systems have a larger memory
footprint, up to 256Mb. In an educational lab with modest hardware where over twenty students
each start over five UML instances, this is not practical. For our purposes, both MLN and VNUML
contain too much functionality that distracts from the task of experimenting with networks. We
think that a small system that only contains the bare essentials is beneficial to understanding more
about the technology and principles of networking. Arjen Krap’s filesystem is a good example of
such a small and dedicated system.

There is a large difference between the three applications in how the network configurations
are defined. MLN uses a custom configuration language. In SNB UML, the script itself is the
configuration and if the user wants to change the configuration, some knowledge of Python is needed
to be able to change the configuration. Configuring VNUML is easier, because their configuration
language is based on XML, which most users already are familiar with.

We think the projects discussed here all see the virtual networks from a technical or “system”
point of view: The elements that are specified in configuration closely follow the implementation
of User Mode Linux and its utilities. Most notably, configuration of the virtual networking daemon
uml switch is required. While UML instances that function as hosts, bridges or routers have
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real-world counterparts, UML’s switching daemon is not easily classified as one piece of physical
networking equipment or another. Several UML instances can be connected to oneuml switch
socket, makinguml switch something between an ethernet cable and a switch or a hub.

Apparently, the current projects do not closely model actual physical networks consisting of
cables, hubs, hosts and other equipment. But since they are meant to illustrate the working of real-
world situations with various networking topologies and networking protocols that allow users to
gain hands-on experience, it is not useful to think of these systems as logical or mathematical models
for networking. The question whether the mentioned projects accurately model logical models is
not relevant: This kind of software for virtual networking experimentsshouldfollow and emulate
physical networking equipment.

For this reason, we would like to have a system that abstracts from these implementation issues
with uml switch . Intuitively, we think of networks as hosts, hubs, switches, routers and UTP
cables. We want our virtual equipment to be modeled after this intuition.

3 Requirements for an ideal configuration tool

We propose a number of requirements for an ideal configuration, manipulation and monitoring tool
for virtual network experiments. We concentrate on requirements from a user’s point of view. Tech-
nical requirements are discussed later.

3.1 Avoid the need for super-user privileges

Users should be able to start UML instances without the need for super-user privileges. Super-user
access should be necessary only for administration tasks of the host machine. We expect that system
administrators will be less reluctant to allow teachers and students to work with the software if
they are confident that security of the host system is not at risk. SNB UML uses part of the host’s
filesystem as UML’s root filesystem using UML’shostfsfeature. Our software copies this approach.

3.2 Use an intuitive model

As discussed before, current UML projects for virtual networking closely follow UML’s implemen-
tation for virtual networking withuml switch . We believe that users experimenting with virtual
networks should not need to be concerned about these implementation details. Instead, they should
be able to concentrate on building virtual networks that closely mimic physical networks. The virtual
equipment that should be available to users consists of connections between endpoints, e.g. UTP
cables that connect two ethernet interfaces, hubs, switches, routers and hosts. In a configuration,
changing a device from a hub to a switch should be as easy as changing a keyword in the device’s
definition.

3.3 The software should be clearly understandable

While it is important to use an intuitive model for our virtual networks, we believe that users should
be able to clearly understand the technical details of the software. The boot sequence and config-
uration of UML instances should be as simple as possible. Furthermore, an ideal software tool for
virtual networking experiments should not distract the user with unnecessary software. We need a
UML filesystem that contains only a bare-bones Linux and the necessary tools to support networking
configuration and monitoring. This means that our software should only contain essential features.

3.4 Don’t restrict users’ activities

The software should be easy to control and allow users to configure, operate and monitor virtual
networking devices with simple commands. At the same time, users should have full control over
the UML instances. Shell access to running UML instances should be available and users should not
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be restricted in making non-functional, faulty or unusual configurations in running UML instances
or configuration files.

3.5 User stories

The user should be able to:

• specify a configuration for an UML network in an XML file

• start and stop UML instances (referenced by name) or the complete configuration

• see information about the running UML configuration or a single instance

• get a command shell or a zebra connection on an UML instance

• monitor traffic on an interface (with tcpdump)

• bring interfaces up or down

• configure parameters of interfaces

• send a command to a running UML instance

• have an indication of the traffic flow in a complete UML network

• see a list of available commands and options

4 Proof of concept

To test our ideas and understand the technical difficulties of a software tool that meets the require-
ments we formulated earlier, we need to build a proof-of-concept implementation. We do not aim to
create a full-featured finished product. Instead, we present our prototype as a partial demonstration
of our ideas, together with ideas for possible future development. Based on the requirements out-
lined in section3, we discuss several concepts and key elements of the proposed tool, followed by a
discussion of the technical requirements and components of our software. Furthermore, we constrain
the scope of our software by defining features we willnot implement at this time. After describing
the current implementation of the software, we present a roadmap for possible enhancements and
future development.

4.1 Key elements

Before technical requirements and design decisions can be discussed, the key elements of our soft-
ware need to be defined.

4.1.1 Communication with virtual machines

There is a strict distinction between theinside worldof UML instances and theoutside worldof the
host computer. The possibilities for communicating between the host and UML instances, for exam-
ple for collecting status information or configuring network interfaces, are limited. The following
methods are available:

TCP/IP tunnel User Mode Linux is able to set up TCP/IP networking between an UML instance
and the host usingtun/taptunneling devices. Unfortunately, creatingtun/tapdevices on the
host requires super-user privileges.

file system UML instances can mount a directory on the host as a file system. Information between
host and virtual machine can be transferred by reading and writing files. This could be useful
for configuration files (e.g. for routing software). MLN uses a similar technique, where the
MLN software configures UML instances by modifying the file system on a disk image.
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Device "router1"

interface "eth0"
interface "eth1"

Device "hub1"

interface "eth0"
interface "eth1"

Device "host3"

interface "eth0"

interface "eth2"
Device "host4"

interface "eth0"

Device "host5"

interface "eth0"

Device "host6"

interface "eth0"

Device "hub2"

interface "eth0"
interface "eth1"
interface "eth2"

Figure 3: Example of interconnected devices

uml mconsole UML’s management consoleis “a low-level interface to the kernel”4. Using the
management console, an UML instance can be halted, rebooted, the/proc filesystem can
be queried for kernel information and some kinds of device entries can be configured, among
other things.

command-line arguments Yet another possibility for passing information to UML instances is
specifying key/value pairs as command-line arguments to the kernel at startup time. These
key/value pairs exist as environment variables inside UML instances. This is the approach
used by SNB UML, e.g. for configuring network interfaces. Startup scripts in SNB UML’s
root file system check the values of environment variables specified on the command-line and
configure the virtual machine at boot time. It is obvious that this method provides one-way
communication only, from the host to an UML instance.

pseudo terminals Within an UML instance, several virtual consoles can be defined. A virtual con-
sole provides interactive input and output to users. On the startup command-line, these virtual
consoles can be attached to pseudo terminal devices on the host. Furthermore, one virtual
console uses stdin/stdout/stderr which can be captured easily by software that starts the UML
instance. This is the method we use in our software.

4.1.2 Configuration

Using virtual networks consists of two tasks: designing a configuration and operating the virtual
network. Designing can be done beforehand in an external editor or interactively from within the
software. The interactive approach is especially suitable for software with a graphical interface, that
allows users to drag and drop devices and connections into place. A text file containing specifications
for a network makes sense when designing a configuration beforehand in an editor. Regardless of
the configuration method, the same kinds of elements are manipulated.

A virtual network configuration is a graph, where nodes are devices and edges are connections
between devices. A device is a hub, router, switch or host. Devices have zero or more ethernet
interfaces. A network endpoint is a single interface on a single device. Connections are made
between endpoints. An example is shown in figure3.

Network interfaces optionally have IPv4 or IPv6 parameters such as IP-address and netmask.
Switches are devices that allow interfaces to be grouped in a single bridge interface. Routers are
configured to run routing software that implement different routing protocols and hosts are generic
virtual machines not configured for any specific task, much like an ordinary desktop computer.

4http://user-mode-linux.sourceforge.net/mconsole.html
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4.2 Technical requirements

To realize the above conceptual model, we make use of a number of existing software tools, which
we describe below:

User Mode Linux Kernel The base of our system. The UML kernel is used as the basis of each
virtual host instance.

uml switch A separate UML utility which is used to connect UML instances to other UML
instances, the host computer or the Internet.

screen Average Linux hosts have several (virtual) terminals to allow users to login multiple times
and start different things at the same time. To avoid window clutter for users of our exper-
imentation software simulating several devices, we do not automatically create xterms for
these devices. Instead we usescreen to connect the different consoles to sockets, which the
user can interact with usingscreen . Interacting with these machines can be done in the text
console, using onescreen instance, or using xterms with one instance per xterm.

Python Our programming language of choice. We chose Python because it has a large user base, a
very large library of standard modules and is well-suited for rapid prototyping.

PExpect module[16] Our software communicates with an UML instance via its main virtual con-
sole. Communication is handled by a pure Python module with functionality similar toex-
pect[14].

XML The configuration files for VNE are written in XML. We have also written a DTD to describe
the structure of these configuration files. This also allows us to let the user usexmllint to
verify the validity of the configuration file.

Busybox A very small and bare Linux environment for small and embedded systems. It provides
a single executable that acts as a replacement for all essential GNU file and shell utilities. It
allows us to make a very small filesystem for the devices, with a limited disk and memory
footprint.

Zebra An open and free implementation of TCP/IP routing protocols (such as BGP4, RIPv1, RIPv2
and OSPFv2)

4.2.1 Controlling UML instances

Our software needs to be able to control and configure UML instances. The software connects to an
UML instance’s main virtual console where a shell is available. This shell is used for sending config-
uration commands to the UML instance and retrieving output. To achieve this kind of functionality,
a number of steps have to be taken: a Linux kernel must be started as a subprocess; the software
needs to connect file handles to the subprocess’ stdin and stdout streams; the subprocess’ stdout
must be periodically polled usingnon-blocking IOto capture important output, e.g. to check if a
shell prompt is available; as a response to certain output, commands must be sent to the subprocess’
stdin stream; etcetera.

Dealing with pseudo terminals and using non-blocking IO to communicate with subprocesses
is not easy to implement. Luckily, a very useful utility calledexpect , created by Don Libes,
automates this process to a large extent. The benefits of usingexpect are best illustrated by a
picture from [15], shown in figure4.

4.2.2 Specifying configurations

Defining a virtual network configuration is done with an XML-based configuration language, spec-
ified in a DTD. Using XML has a number of advantages. First, most users are familiar with XML.
This means that users do not have to learn the syntactical details of a custom configuration language.
Users still have to learn the names of elements and attributes that can be used in configuration files,
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Figure 4: From Don Libes’ article onexpect

but this would not be different with custom configuration languages. Second, using XML greatly
simplifies our software’s parsing routines, since XML parsers are available for a large number of
software environments.

The configuration files, describing a complete simulation, contains three sections: defaults, de-
vices and connections. The first section contains default settings for the devices, such as the kernel
and filesystem that should be used. This can be overridden in each individual device declaration.
The device configuration section contains an enumeration of different devices. The last section of
the configuration file specifies connections between endpoints (i.e. interfaces of devices), where an
endpoint is defined as a single interface on a single device.

5 Project planning

This section describes the planning of our prototype development. The goal of developing this
software is to understand the technology necessary for a virtual networking experimentation tool.
Before we start coding, we must define the requirements for the software, which are outlined in the
previous sections. Furthermore, we need some kind of plan defining the order in which features are
developed. Another part of planning is constraining the scope of our prototype: we need a list of
things our prototype willnot do. It is important to understand that this planning is not fixed. Due
to technological difficulties and new ideas that pop up during the development of the software, the
plan can and will change.

5.1 Features and milestones

Although creating a detailed schedule was not possible, we needed a plan because “We need to
ensure that we are always working on the most important thing we need to do”[3]. Our plan consists
of a number ofmilestonesfor our software. These milestones define what our software should be
able to do at a certain moment. These milestones effectively indicate the order in which features
will be implemented. The planned milestones are listed below in chronological order:

1. We have a programming environment, with tools such as a Python with TkInter and wxWin-
dows support, and some understanding of Python modules for XML parsing, subprocesses,
file IO, etcetera
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2. There is a working Linux file system and UML kernel. Our file system is based on Arjen
Krap’s SNB UML file system and consists ofBusyboxfor core Unix tools,tcpdumpfor traffic
monitoring and theZebrarouting software

3. The software is able to programatically start and stop an UML instance

4. An UML instance’s networking is configured by the software

5. The software constructs objects representing devices and network topology based on a con-
figuration file

6. Two UML instances are able to communicate with each other using TCP/IP. The necessary
virtual network infrastructure is set up by the software usinguml switch

7. Devices and network connections can be dragged’n’dropped in a graphical interface

8. Working hub devices that integrate multiple network connections in a larger shared network

9. Users can start and stop UML instances and network connections

10. Users can start an interactive shell in an UML instance

11. Router and Switch devices work

This list of milestones was constructed before coding started. After several experiments with
graphical interfaces, we decided not to implement item7, for reasons discussed in section5.3.4.

5.2 What our prototype will not do

There are numerous interesting features that we can not implement due to time constraints. We
have to set priorities and only implement the most essential features. Some features that are not
implemented would not be helpful in our understanding of the necessary technology or would require
too much time.

• fool-proof error checking and exception handling

• an easy to install package

• integration of useful graphical software like Ethereal, a traffic monitor

• multiple xterms per hosts (with more virtual consoles)

• passing router configuration files to UML instances

• mounting user defined directories as file systems

• exporting/importing MLN and VNUML configs

• exporting config to dot files for GraphViz[2]

5.3 Unexpected difficulties

During the creation of our prototype we ran into several problems. These were not insurmountable
in that they stopped us from creating a ‘proof of concept’ implementation, but some are still open
problems.
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5.3.1 Communicating with UML instances from the outside world

Normal Linux machines have several ways of communicating with the outside world. Once started,
they have six (or more) virtual consoles, possibly an X Window system, which allows the user to
start as many XTerms as he wants and also (possibly) an SSH server, which allows users to connect
to the machine and control it from there.

As described in section4.1.1 there are several options available to communicate with UML
instances. However, since we restricted ourselves to not using super-user privileges, this ruled out
several options; For example, the SSH server can still be started, but to create a net connection to a
UML instance, atun/taptunneling interface has to be used. Unfortunately creating these interfaces
requires super-user privileges. Because no network connection can be made directly to the UML
instance, it is not possible to make use of the X window system of the virtual instance.

This leaves us with the option to use the virtual consoles of the virtual Linux instances. UML
usesstdin , stdout andstderr as its first virtual console. When our software spawns new
instances, we use this tuple to read its output and send commands to it. Reading and parsing the
output of the spawned instances is hard, but fortunately,expectmakes the life of a programmer much
easier (see figure4). Due to the restrictions described above, this is our only life-line to the UML
instances. And we do not want the user to run arbitrary commands on it, leaving it in an unknown
(possibly blocked) state, since then we have no way to control it.

So we created a separate interface for the user, using the UML command line to specify that
we want to bind a virtual console to a pseudo terminal and once we figure out which one this is (by
reading fromstdout usingexpect), we create ascreen session that allows users to use the virtual
console. This method works, but is hard to extend so that the user can start an arbitrary number of
terminal sessions on a simulated host.

5.3.2 Closing active UML instances

Our experiences with SNB UML was that after a lab session with multiple students working on
different simulations, several ‘zombie’ processes remained and these needed to be killed manually.
An advantage of having an interactive process, in this context, is that once the interpreter is closed
down (by the user or due to an unforeseen error), all the UML instances are immediately killed as
well, since they are child processes of the interpreter.

However, when we tried to cleanly stop (halt ) the simulated UML instances, this resulted in
zombie processes as well. At first this was because of lingering output of the shutdown process,
which was not read. In itself this is not a problem, but the processes broke their connections with
the parent process and so they were not killed once the interpreter exited. When we discovered what
was causing these zombie processes, we altered our shutdown methods and allowed for more time
to catch output. This provided the result we wanted, but now we still have an open problem with
lingering shell sessions which do not seem to quit cleanly.

5.3.3 Installing software for UML instances

Building and installing software from source is not very hard. Most packages come with clear
instructions on how to configure and build it and most of the time, instructions can be found on the
web as well. And most software can be easily installed as ordinary user as well (especially when it
usesautoconf).

This is different when configuring and installing software on the host machine meant for use on
the simulated machine. This means that software is located on different locations when installing it
(on the host machine) and when running it (on the simulated machine). It also typically means that
the libraries to which the executable was linked are not available on the expected locations.

A solution is that all software that must be installed for the simulated devices must be stati-
cally linked after compiling (typically by using “LDFLAGS=-static ”). Then the software can be
installed on any desired location and it will still run fine.

The downside of using static linking is that it requires more disk space, because libraries are not
shared (each executable contains all required libraries) and this also requires more memory if they
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are run in parallel. Also, it is not possible to upgrade the libraries, without relinking the object files
(provided you still have these).

5.3.4 Graphical interface toolkits

In our original prototype design we envisioned creating a graphical user interface (GUI) to design
networks, dragging and dropping devices on the screen and drawing connections between them. We
planned to let the user start and stop instances and to interact with the running instances using the
GUI (change network interface configurations, startingtcpdump , etc.).

It turned out that this part of our plan was harder than we thought at first. Configuring and
installing GUI toolkits, with all their dependencies took more time than expected. And even though
there are several GUI builders available, it is not easy to create the graphical interface we had in
mind. Another difficulty was that because of other problems we encountered, as described in this
section, getting the basics to work also took more time than expected. Furthermore, because creating
a prototype was not our first priority and there was limited time available to us to produce a proof-
of-concept implementation we decided not to implement the GUI.

However, we implemented our application with a clear object model and also applied themodel-
view-controllerdesign pattern. This results in a strict separation of the user interface and other
software components. This way, adding a graphical interface at a later time should not be too
difficult.

6 Description of the prototype

This section describes the implementation details of our prototype software. The software is written
in Python and responsible for parsing configuration files and starting, stopping and configuring UML
instances anduml switch processes.

6.1 Configuration files

Configurations are specified in an XML file. The XML language for configurations is defined in
a DTD, which is also used to validate the configuration before the DOM tree is constructed, if the
external programxmllint is available.

An XML configuration consists of three sections,defaults , devices andconnections .
The first section,defaults is optional and can specify paths to the Linux kernel and the root
file system that should be used by default. The next section,devices specifies the devices that
make up the virtual network. There are four kinds of devices:switch , router , hub or host ,
where each can have zero or more network interfaces, defined withinterface elements. In the
last section,connections , the connections between the different interfaces of the devices are
defined. These can be seen as a network cable between the two given interfaces.

A minimal sample configuration is shown in figure5. For more details, see the extended example
in appendA and the DTD in appendixB.

6.2 Software structure

Our software consists of a number of components and objects. An UML5 class diagram of the most
important classes is shown in figure6. The “VNE” prefix we use in our class definition stands for
“Virtual Network Experiments”.

6.2.1 VNEConfig

The software maintains a singleVNEConfig object, containing a model of the virtual network.
TheVNEConfig object contains a list of devices and a list of connections between endpoints. An

5in this case, UML meansUnified Modeling Languageinstead ofUser Mode Linux
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<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE config SYSTEM "dtd-VNEControlCfg.dtd">

<config>
<devices>

<host name="host-A">
<interface name="eth0">

<ipv4 netmask="255.255.255.0" broadcast="192.0.2.255" addr="192.0.2.1"/>
</interface>

</host>
<host name="host-B">

<interface name="eth0">
<ipv4 netmask="255.255.255.0" broadcast="192.0.2.255" addr="192.0.2.2"/>

</interface>
</host>

</devices>
<connections>

<connection>
<device name="host-A" interface="eth0"/>
<device name="host-B" interface="eth0"/>

</connection>
</connections>

</config>

Figure 5: a minimal configuration file

endpoint is defined as a single network interface on a single device.VNEConfig is able to read an
XML configuration file from disk and parse it using a Python module for XML DOM (Document
Object Model) parsing. The list of devices contains instances of a subclass ofVNEDevice , while
the connection list containsVNENetwork objects.

The VNEConfig object examines the DOM of the configuration file and passes DOM frag-
ments to factory functions for devices and connections. These factory functions return an initialized
object of the appropriate type, based on the contents of the DOM fragment. For example, if a
DOM fragment for a device contains aswitch element, the factory function for devices creates a
VNESwitch object.

6.2.2 VNEDevice

VNEDevice derives fromVNEObject , a small base class for objects that are able to activate and
deactivate external programs as subprocesses. Examples of such external programs are the UML
kernel anduml switch . VNEDevice implements methods that configure and manipulate UML
instances. A device contains a list ofVNEInterface objects that define network interfaces for
an UML instance. A large part ofVNEDevice consists of methods that communicate with the
UML subprocess via a virtual terminal. AVNEDevice uses thepexpectmodule to wait for a shell
prompt or to send commands to the UML instance. Other functionality includes starting an XTerm
providing the user with shell access to the UML instance.

Subclasses ofVNEDevice specialise its behaviour.VNESwitch , for example, contains meth-
ods that configure the switch’s bridge interfaces, whileVNERouter is meant to be able to activate
and configure theZebrarouting software on the UML instance.VNEHubis special, in that instances
of this class donot start an UML process.VNEHubis described in more detail in section6.2.4.

6.2.3 VNEInterface

VNEInterface specifies a network interface in an UML instance. This class contains methods to
change the interface parameters and to construct an appropriateifconfig command that is used
by VNEDevice to configure the network interface in an UML instance. AVNEInterface object
contains references to both the device it belongs to and theVNENetwork object it is connected to.

17



VNEObject

VNEDevice

VNEHost

VNEHub

VNESwitch

VNERouter

VNEInterface1 *

VNENetwork

1
*

VNEConfig

*

1
*

1

VNETextInterface
1

1

VNEBridgeInterface

1

*

Figure 6: UML class diagram showing objects used in our software

6.2.4 VNENetwork

Instances ofVNENetwork classes contain references toVNEInterface objects.VNENetwork
objects correspond toconnection elements in XML configuration files. There is no limitation on
the number ofVNEInterface objects in a singleVNENetwork , but the XML configuration DTD
limits the number of interfaces in aconnection element to two, essentially providing point-to-
point links only. Shared networks, consisting of a single broadcast segment, should be constructed
using hubs.

VNENetwork objects maintain anuml switch subprocess that is responsible for transfer-
ring network traffic between endpoints. Usually,VNENetwork objects are point-to-point links and
for everyVNENetwork , a separateuml switch is started. However,VNENetwork objects con-
nected to aVNEHubshould all share auml switch process to provide a single broadcast segment,
as illustrated by the connections and hubs in bold in figure7.

For this reason,VNENetwork contains a method that searches for all network elements in its
broadcast segment. TheVNENetwork objects passes its ownuml switch process and the path to
the socket thatuml switch uses to all connectedVNENetwork objects. During activation of the
virtual network, the software starts each network segment inVNEConfig ’s connection list. When a
network segment already contains a reference to anotheruml switch process and socket, nothing
happens. Otherwise, theuml switch process is started and theassimilateAllConnectedNetworks
method is called.

Hub

Hubhost

host

host

Hub

host

host

host

switch
host

host

Figure 7: A network with three broadcast segments.
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6.2.5 VNETextInterface

The interface to our program is at the moment defined byVNETextInterface . Thanks to the
extensive library of Python it was relatively easy to create a full-fledged command interpreter, with
a small set of commands, help functionality and command completion. Our interpreter currently has
the following commands:

start andstop Commands to start/stop the given device names or all devices if no argument is
given.

list The list command can list the different devices, connections, interfaces of a given de-
vice or bridge interfaces of a given device, depending on the keyword given after thelist
command.

config Command to print the exact commands VNE uses to start and configure the devices and
their interfaces.

xterm Once devices are started, users must be able to interact with them. Using this command
they can start xterms for the devices listed in the arguments.

shell While in the interactive command session, it is sometimes useful to be able to execute shell
commands, this can be done using theshell command, or its shortcut ‘! ’. This command
can also be used to startscreen sessions to the devices.

help Online help about the interpreter and its commands is available by using thehelp command.

quit When the user is done, he can simply quit by usingCTRL-D or by typingquit .

An example of a session is displayed in figure8, which uses the configuration as defined earlier
in figure5.

$ ./VNE example.xml
-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-
Welcome to the text interface of Virtual Network Experiments!
-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-
Important commands: help (or ?), shell (or !) and quit
Type ’help’ or press <Tab> twice for a complete list of commands.

> list devs
Host host-A
Host host-B
> list nets
1. Network (host-A/eth0, host-B/eth0)*
> help start
start <devs> -- start devices <devs>.
> start host-A host-B
Started: host-A (eth0), host-B (eth0).
> list ints host-A
Interface eth0 on host host-A: eth0 (ipv4Address=192.0.2.1, ipv4Netmask=255.255.255.0)
> list nets
1. Network (host-A/eth0, host-B/eth0)
> quit
Thank you, thank you. You were a wonderful audience.

Figure 8: Example text interface session

7 Possible enhancements

During the four weeks we worked on this project, we were able to implement only the most basic
features of our ideal software for virtual network experimentation. However, we tried to design the
software with future enhancements in mind.

One element that would really increase the usefulness of our software is a graphical interface that
would allow users to design their virtual networks using drag’n’drop to lay out network topologies.
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A graphical interface could also show feedback for running networks, such as an indication of traffic
flow on network segments and the state of virtual devices.

Another possible enhancement would be to integrate our software with MLN or VNUML in
some way. One idea is for the software to be able to import and export configuration files from
MLN and VNUML. Another option is using file systems from the MLN and VNUML projects.

Future development should also include items from the list of features we did not plan to imple-
ment, discussed in section5.2.

Furthermore, support for configuring router devices could be enhanced. It would be nice, for
example, to be able to include router configurations or references to router configurations on disk in
the configuration for our software.

Our software configures UML instances dynamically, by sending shell commands to virtual
consoles. It would not be difficult to enhance the software to allow users to change network interface
parameters and other configuration options interactively from within the software.

8 Conclusions

In this paper we examined several projects for creating virtual networks, based on User Mode Linux.
In section2 we described how UML can be used in this way. In that section we also examined
three different projects, MLN, VNUML and SNB UML. The important difference between the three
projects are the different ways of configuring the UML instances:

MLN modifies configuration files on the disk image containing an UML root file system before it
starts UML instances.

VNUML sets up TCP/IP networking between host and UML instance with atun/tap tunneling
interface and uses a Secure Shell (ssh) connection to configure UML instances.

SNB UML uses kernel arguments to set environment variables in the UML instances, which are
then used in startup script commands to configure them. This requires a (small) patch to the
kernel source, to allow for more kernel arguments.

Because the first two projects require super-user privileges, they are not suitable for our intended
purpose; A lab practice where students configure the UML instances and experiment with the net-
work between these instances. SNB UML does not have this requirement and was used successfully
in one of our Masters’ courses. However, where the first two approaches use separate configuration
files, SNB UML’s configuration of the hosts is hardcoded in the startup scripts. So, changing the
configurations requires changing the script, which is not very user friendly.

In section3 we explain our idea of an ideal virtual network configuration tool. There we describe
the following requirements:

• The tool should not need super-user privileges to install, run the experiment or change the
configuration.

• It should have an intuitive configuration model, which follows the abstract model of real-world
networks.

• The interface and features of the software should allow the user to easily inspect the internals
of all devices involved and also follow the‘KISS’6 principle, to not distract the user with
unnecessary features.

• The user should not be restricted by the software, but should be allowed full access and control
over the UML instances and the configuration of the network.

6“Keep It Simple, Stupid”
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In section3.5we give a short list of specific tasks the user should be able to do, using an ideal virtual
network configuration tool.

Starting with the described requirements we provide a proof of concept design in section4.
The key elements in the design are how the software and the user can interact with the different
instances in the simulated network. Another key element is how the simulated hosts are configured
and how the user can influence these configurations, both before the simulation is started as well as
while the experiment is running. This is followed by a description of the technical requirements for
implementing these key elements.

With these key elements in mind, we created a project planning, as described in section5. There
we describe what kind of features and in what order should be implemented in the prototype. We
also made a list of specific things we didnot plan to implement in our prototype. During the imple-
mentation phase we also ran into several unexpected difficulties:

• There are several options of communicating with UML instances, however these options were
limited by our restriction on using super-user privileges. We chose to usestdin andstdout
of the instances to control them, but even when usingexpectthis was more difficult than
originally expected.

• Because we have an interactive interpreter, all started processes for the virtual network can be
child processes of the interpreter, so that once the interpreter exits, all subprocess are killed
automatically. However, if the hosts halt themselves, some process become detached from the
parent process and linger after the interpreter exits. It proved very hard to track down where
these processes are coming from and we still have not completely tackled this issue.

• Installing software on the file system for use by the UML instances proved to be more difficult
than expected. Because of the different location of the software on the host and simulated
host file systems, software does not work out of box. To solve this, we linked the software
statically, so that it works from any location.

• Creating a graphical user interface proved to be more ambitious than we thought. We moved
this part of our project plan to our future plans for the implementation.

The prototype we implemented is described in section6. There we describe the structure of our
configuration file, which uses XML syntax which is defined in a separate DTD. This is followed
by a section in which we describe the different elements of the class diagram in figure6 to explain
how our software works and how we structured it. Finally we describe the interactive interpreter and
what kind of things the user can do with it.

In conclusion we can say that the main problem with creating virtual networks using UML is
the communication and configuration of the simulated devices. MLN, VNUML and SNB UML all
use different methods to configure the devices: MLN modifies the filesystem for the simulated host,
VNUML uses networking and ssh and SNB UML uses kernel arguments. The approaches used by
MLN and SNB UML do not allow for configuration on the fly, VNUML’s approach does allow for
this, but they do not make use of it.

Our approach uses yet another way of communicating with UML instances, we use thestdin
andstdout of the UML instances. The advantage of this approach is that no super-user privileges
are required and it allows for dynamic configuration of the hosts. So our prototype provides the user
with an interactive session with our interpreter, from which the user can interact with the simulation.
Furthermore, our software is structured in such a way so that the text-based interpreter can easily be
replaced by a graphical user interface, as described in our future plans.

Currently our interpreter does not provide for dynamic configuration of the devices, save using
a direct shell session with the devices. However, all required technology for providing commands to
configure the hosts is already there, but unfortunately we did not have enough time to implement it
completely. Once this is implemented, the user can also start configurations, modify them and then
save them so he can continue later.
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A Extended example

Host "host1"

eth0: 10.0.0.1

Switch "switch1"

eth0
eth1

Switch "switch3"

eth0
eth1

eth2 eth2

Host "host3"

eth0: 10.0.0.3

Switch "switch2"

eth0
eth1
eth2

Host "host2"

eth0: 10.0.0.2

Figure 9: An extended example with three switches and three hosts.

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE config SYSTEM "dtd-VNEControlCfg.dtd">

<config>
<devices>

<switch name="switch1">
<interface name="eth0" bridge="br0"/>
<interface name="eth1" bridge="br0"/>
<interface name="eth2" bridge="br0"/>

</switch>

<switch name="switch2">
<interface name="eth0" bridge="br0"/>
<interface name="eth1" bridge="br0"/>
<interface name="eth2" bridge="br0"/>

</switch>

<switch name="switch3">
<interface name="eth0" bridge="br0"/>
<interface name="eth1" bridge="br0"/>
<interface name="eth2" bridge="br0"/>

</switch>

<host name="host1">
<interface name="eth0">

<ipv4 addr="10.0.0.1" netmask="255.255.255.0"/>
</interface>

</host>

<host name="host2">
<interface name="eth0">

<ipv4 addr="10.0.0.2" netmask="255.255.255.0"/>
</interface>

</host>

<host name="host3">
<interface name="eth0">

<ipv4 addr="10.0.0.3" netmask="255.255.255.0"/>
</interface>

</host>
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</devices>
<connections>

<connection>
<device name="host1" interface="eth0"/>
<device name="switch1" interface="eth1"/>

</connection>
<connection>

<device name="host2" interface="eth0"/>
<device name="switch2" interface="eth0"/>

</connection>
<connection>

<device name="host3" interface="eth0"/>
<device name="switch3" interface="eth1"/>

</connection>

<connection>
<device name="switch1" interface="eth0"/>
<device name="switch2" interface="eth2"/>

</connection>
<connection>

<device name="switch1" interface="eth2"/>
<device name="switch3" interface="eth2"/>

</connection>
<connection>

<device name="switch2" interface="eth1"/>
<device name="switch3" interface="eth0"/>

</connection>
</connections>

</config>
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B VNE Document Type Definition

<!ELEMENT config (defaults?,devices, connections?)>

<!ELEMENT defaults (kernel?,filesystem?)>
<!ELEMENT kernel EMPTY>
<!ELEMENT filesystem EMPTY>

<!ELEMENT devices (host|hub|switch|router)*>
<!ELEMENT host (kernel?,filesystem?,gateway?,interface*)>
<!ELEMENT hub (kernel?,filesystem?,gateway?,interface*)>
<!ELEMENT switch (kernel?,filesystem?,gateway?,interface*)>
<!ELEMENT router (kernel?,filesystem?,gateway?,interface*)>
<!ELEMENT gateway EMPTY>
<!ELEMENT interface (ipv4?, ipv6?)>
<!ELEMENT ipv4 EMPTY>
<!ELEMENT ipv6 EMPTY>

<!ELEMENT connections (connection*)>
<!ELEMENT connection (device*)>
<!ELEMENT device EMPTY>

<!ATTLIST kernel name CDATA #REQUIRED
options CDATA #IMPLIED>

<!ATTLIST filesystem name CDATA #REQUIRED>
<!ATTLIST host name ID #REQUIRED>
<!ATTLIST hub name ID #REQUIRED>
<!ATTLIST switch name ID #REQUIRED>
<!ATTLIST router name ID #REQUIRED>
<!ATTLIST gateway ipv4 CDATA #IMPLIED

ipv6 CDATA #IMPLIED>
<!ATTLIST interface name CDATA #REQUIRED

macaddr CDATA #IMPLIED
bridge CDATA #IMPLIED>

<!ATTLIST ipv4 addr CDATA #REQUIRED
netmask CDATA #REQUIRED
broadcast CDATA #REQUIRED>

<!ATTLIST ipv6 addr CDATA #REQUIRED>
<!ATTLIST device name IDREF #REQUIRED

interface CDATA #REQUIRED>
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